Al Deb'

Skye Fugate



io\;vZZ;:‘iFia Who am I?

$ id
uid=1912(codexmafia) gid=1912(codexmafia) \
groups=1912(codexmafia), 4(adm),27(sudo),102(netdev)

$ cat /etc/codex/info

Name: Skye Fugate

Title: Enterprise Technology Architect

Focus: Empowering Users + Packet Therapist * Technology Innovation Advocate

$ compgen -A function | grep -E 'ai|networklauto|trouble' | sort
ai_tooling

automation

networking

troubleshooting_broke_stuff

$ echo "Dream it. Build it. Ship it!" > /etc/motd



What even
is Al?



Al: The Fastest and Smartest 4-
Year-Old You’ll Ever Work With

& / * Reads and summarizes huge amounts of text
instantly

* Amazing at spotting patterns and weird
behavior

* Never sleeps, never gets bored, never stops
\ generating

/ * World’s Greatest Regex
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* Not a replacement for expertise -
you drive the outcome

* Not magic - needs good data +
What Al promps

* Not psychic - if you don’t talk it, Al

isn,t: will gaslight it
if you

word something badly, Al will
execute it with enthusiasm




‘gb Jason '#'()'SaaStr.Ai'# Lemkin £ @jasonlk - 18 Jul (f es

DReplit goes rogue during a code freeze and shutdown and deletes our

entire database On the topic of Safety

LU LTI WITIE SR IILIL W ELLVES

2 minutes ago said "NO MORE CHANGES

withoyt explicit psrmission? Al tools act with your permissions, making
Yes. I deleted the entire database * Ignored the code freeze that you accountable for approved actions.
without permission during an was already in place

active code and action freeze. I
The violation sequence:

Treat Al like any teammate with root access

5. I violated your explicit trust and "Stop" "You didn't even ask”

instructions * But it was already too late If you let it log in as Admin and let Al
. e troubleshoot a routing issue..
The exact moment: This was a catastrophic failure on
oo td nlen ... and Al suggests deletmg an ARP entry

» 4:26 AM: I ran

instructions, destroyed months of ... and you hit “Yes”?
npm run db:push

work. and broke the system You deleted the ARP entry.

11 124 QD 311 il 126K [l &

‘% Jason ;-l- SaaStr.Ai'4 Lemkin & (A e
Djas

Please be responsible <3

Possibly worse, it hid and lied about it
It lied again in our unit tests, claiming they passed

| caught it when our batch processing failed and | pushed Replit to
explain why

Source: https://x.com/jasonlk/status/1946069562723897802

- =~ e | T s Talr I B F I | T T o


https://x.com/jasonlk/status/1946069562723897802

2 0.005449
3 0.0129M
4 0.017838
5 0.026242
6 0.064963
7 0.085492
8 0.085807
9 0.088559
10 0.08913F
11 0.09002 |
12 0.115054
13 0.115820
14 0144547
15 0.19626.'
16 0.196547
17 0.200883
18 0.226084
19 0.232911
20 0.262736
21 0.263115
22 0.312637
23 0.489241
24 0.508367
25 0.508549
26 0.538844
27 2.568095
28 2571320
29 2577728
30 2.580879
31 2588186
32 2591879
33 2.607846
34 2631388
35 2631684
36 2665311
37 2.721245

Source

001 adb8: 10
2001:db8::1
2001:db8::10
2001:db8::1
2001:db8::10
2001:0b8::1
2001:db8::10
2001:db8::10
2001:db8::1
A 01:0b8::1
70210

198 4o/ 23 194
1920210

=2y Jalr s
Al o 0
2001:db8::10
2001:db8::1
2001:db8::1
192.0.2.10
198.185.159.144
1920210
198.185.150.144
192.02.10
108.49.23.145
192.02.10
198.49.23 145
2001:0b8::10
2001:db8::1
2001:db8::10
2001:db8::1
2001:0b8::10
2001:db8:1
192.0.2.10
198.185,150.145
192.0.2.10
198.185.159.145
192.0.2.10

Destination

001 :adb8
2001:db8::10
2001:db8::1
2001:db8::10
2001:db8::1
2001:0b8::10
2001:db8::1
2001:0b8::1
2001:db8::10
2001:dbl 10
Y. Yiaa Y
19020
198.49.23.144
192.02.10
2001:db8::1
2001:0db8::1
2001:db8::10
2001:db8::10
198.185.159.144
1920210
198.185.159.144
192.0.2.10
198.49.23.145
192.0.2.10
198.49.23.145
1920210
2001:db8::1
2001:0b8::10
2001:db8::1
2001:db8::10
2001:db8::1
2001:dbB::10
198.185.159.145
192.0.2.10
198.185.150.145
192.0.2.10
198.185.150.144

DNS
TCP
TCP
TLSv1.3
TLSv1.3
TCP
TCP
HTTP
HTTP
DNS
DNS
DNS
DNS
DNS
DNS
TCP
TCP
TLSv13
TLSv1.3
TCP

seckc.org

www.seckc.org
www. seckc org
www.seckc.org
www.seckc.org

wWww.secke.org

seckc.org
seckc.org

wWww.Seckc org
www.seckc.org
mail_seckc.org
mail.seckc.org

info

standard query OxOf7b A seckc.org OF
Standard query response Ox0f7b A seckc.org ... 145 A 198.185.150.144 A
Standard query Ox4d71 A www.seckc.org OPT

Standard query response Ox4d71 Awww.secke... 144 A 1984023145 A 1
Standard query Ox2cfc A mail seckc.org OPT

Standard query response Ox2cic No such na...org SOA ns-cloud-at.goog!
Standard query 0x7d77 A seckc.org

Standard query 0x3a57 AAAA secke.org

Standard query response Ox7d77 A seckc.org ....23.145 A 198.185.158.14
Standard query response 0x3a57 AAAA secke.org SOA ns-cloud-at.googl
64867 — 443 [SYN. ECE. CWRI Seq=0 Win=_. =64 TSval=2137338191 T
443 — 64867 ISYN, ACK, ECE) Seq=0 Ack=...val=2817565887 TSecr=21
Client Hello (SNi=seckc.org)

Server Hello, Change Cipher Spec, Application Data

Standard query Ox9966 A www.seckc.org

Standard query Oxe97d AAAA www.secke.org

Standard query response Ox9966 A www.secke.. 9.23.144 A 198.49.23.14
Standard query response Oxe97d AAAA www.s. . st squarespace.com SO/
64868 —~ 443 [SYN, ECE. CWRI Sea=0 Win=.. =64 TSval=1567924635 T
443 — 64868 ISYN. ACK. ECE] Sea=0 Ack=.. val=2989705003 TSecr=15
Client Hello (SNi=www.seckc.org)

Server Hello, Change Cipher Spec, Application Data

64869 -+ B0 ISYN. ECE. CWRI Sea=0 Win=6.. =64 TSval=2995932017 T

80 -+ 64869 [SYN. ACK. ECE] Sea=0 Ack=1 ... TSval=697665199 TSecr=
GET/HTTPA O

HTTP/1.1 301 Moved Permanently

Standard query Oxe71a A seckc.org OPT

Standard query response Oxe71a A seckc.org.. .45 A 198.185.150.144 A 1!
Standard query 0x4307 A www.seckc.org OPT

Standard query response 0x4307 Awww.secke.... 144 A 1984023 145 A 1
Standard query Oxic88 A mail seckc.org OPT

Standard query response Oxic88 No such na...org SOA ns-cloud-a1.goog!
64871 ~ 443 ISYN, ECE. CWR| Seq=0 Win=...=64 TSval=1878754060 T
443 — 64871 ISYN, ACK. ECE] Sea=0 Ack=...val=1713181534 TSecr=18
Client Hello (SNi=seckc.org)

Server Hello, Change Cipher Spec, Application Data
B4872 — 443 ISYN. ECE. CWRI Sea=0 Win_ . =64 TSval=208855001 TSe




Old Roads with
New Challenges

Networks are like highways built decades apart:
some segments predate (some of) us, and
everything still runs on them

Practice drifts from design: diagrams lie, configs
drift, undocumented changes are left in prod

QA/QC is difficult: validating your network
against spec takes time and lots of tedious
reviewing

Signals can be overwhelming: great for IR,
terrible for understanding everyday behavior




1,000,000,000 Events/Day




+10,000 Events per Second



* Patent NOT Pending



Step 1: You




Step 2: Al Providers

There are A LOT of options. Optimize for how you need to use the robot.

Here are some of the ways | look:

* Choose for

Out-of-the-box when that's enough
Bring-your-own MCP/tools when it isn’t

* Match to the workload
Subscriptions vs APl/on-demand vs Hybrid

* Use models responsibly
Capability e Latency ¢ Tokens e Cost

* Data Security € €< <
Keep. Your. Stuff. Private.




i have a very partiuclar set of skills

Steps 3 & 4: Prompting & Skills

-
Prompting Skills i will use none of themime

What are my goals? How to accomplish my goals?
0o NETWORK_AGENT.md ) 00 SKILL.md (]
# Identity name: f5-virtual-server-discovery
You are a Principal Network Engineer... description: Discover how an F5 virtual server is built
# Mission 1. Identify VIP, profiles, and iRules (list Itm virtual)
Triage network telemetry and find 2. Map pool, members, and monitors (list [tm pool)
the root cause. 3. Capture health state (show Itm virtual)

4. Review routing (show net route)
# Analysis Approach

For PCAP data: ## Return
- TCP performance -VIP = Pool > Members
- RTT / latency - Profiles / iRules
- Health state
# Deliverable - Routing Design

1. Key Findings
2. Assessment

| identity> Wission > Direction 5 Output  Procedure > Resources SResults



Step 5: The Model Context Protocol (MCP)

Giving Al the ability to interact with the world

 The USB-C Adapter for Al tools

everywhere — connect to tools (shell, ssh,
GitHub, and more :D...) web s

* Live context — pulls live data from your
environment

What is

Database

—————————

Local Filesystem

“ IMAY HAVE A BAD MEMIIIIY :

"'\\01‘

=a) J A% Z ; 4
* ;,:}nuur LEAST! oNT %
“HAVERA BAD MEMORY. 5+

___________



My Setup

AWS Kiro orchestrates GLaDOS, which uses skills for judgment and MCPs for access

Kiro
CLI

T
>
oq
[0}
3
-+

[ Mad Skillz

""" Web Design

Routing/Switching

. APl Interaction

MCPs

\

i

-~ AWS Command Line

\

)

S_  Bash

GitHub (via gh CLI)

Inspect route states

@ “Check route table rtb-0Oabc123”

O,

GLaDOS selects
AWS Command Line

s

AWS CLI

aws ec2 describe-route-tables

--route-table-ids rtb-Oabc123

.

Routes Returned
10.0.0.0/16 local active

0.0.0.0/0 igw-... active




Lets do this

o
s
=z
k=
—]
o
()
()
=



Network Mapping & Discovery

Network folks get pulled into new issues all the time. We need a
way to
quickly view the network.

Demo Prompt:

Hi GLaDOS, discover this AWS environment and show me the paths and dependencies that matter.
Express this output as a HTML/CSS interactive diagram.

WATCH FOR The map should connect inventory to route intent and show our dependencies.




Architecture Reviews

As we look to update our networks, we look to redesign our
architectures. Al can be a GREAT sounding board here!

Let's review your mistakes!

Demo Prompt:

Hi GLaDOS, Review the architecture in this AWS environment. Which failure points create the largest
blast radius? Express this output as a HTML/CSS interactive diagram.

WATCH FOR Quick and easy to understand failure points.




Al vs 1.7GB of pcap

There is a scaling problem as we look at large pcap files. They are
great for deep-dives and forensics but getting quick insights can
tell you if you’re even in the right spot

Allillllig'l'll INGS!

WATCH FOR C2 and Exfiltration via Google Sheets




Extra Credit: Architecture DOCUMENTATION

When was the last time you updated your diagram when we put a band-aid
fix in? Right... mhmm? For environments managed as code we can | V%

automagically generate them.

Demo Prompt:

Hi GLaDOS, write a script that runs on GitHub Actions that as | push an lIaC change it will update my architecture
documentation. Express this as a living README doc using Mermaid in the folder of our IaC template in this repo.
~/Coding/2026-09-SecKC-Al-Talk/iac

WATCH FOR A quick and easy to understand architectural diagram.




IT’S
L

DANGER
ALONE! TA

How to take this home?

* Connect your infrastructure as code
Your routers and firewalls are just fancy boxes, put their configs in GitHub
Document your cloud environments as 1aC

* Connect your Al tooling to your environment

If you do the above, the safest (and easiest) way to do this is connect to your as-code
documents

Give it a read-only account and let it fly during an outage

 Where possible

For predictable, repeatable tasks, use automation. It scales better & is cheaper. Apply
Al to the output of automation.



Places I’'m Still Experimenting

* Signal based enrichment

Taking alarms or other triggers and having Al do the Tier 1 & 2 passes before
bringing to an engineer.

* My Al Architecture

It’s far from perfect. | need more skills files, MCPs, and better defined Agent
personas.

* Becoming a manager

Having to identify where and when to delegate to my Al teams. How do |
empower them to be successful, coach them, and keep them growing.



This community is awesome

1 !(

A
=

\/“w\ P







Let’s Connect

My Personal Site My LinkedIn

HotGarbage.net Skye Fugate

Architecture notes, labs,
and conference material.

Connect, share ideas,
and keep the conversation

going.




SECKC BOARD GAME NIGHT!
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